If you have spent any time building production RAG (Retrieval-Augmented Generation) pipelines for legal or
healthcare domains, you've likely noticed a frustrating phenomenon: the more confident the model sounds, the
more likely it is to be hallucinating. A recent study out of MIT, published in January 2025, put hard data behind
this intuition. The researchers found that LLMs are roughly 34% more likely to use high-certainty language—
words like “definitely,” “certainly,” and "undoubtedly”—when they are objectively wrong compared to when they
are correct. This is the "overconfidence language" trap, and it is the single biggest hurdle to deploying Al in high-

stakes enterprise environments.

As someone who has spent the last decade auditing search systems and the last three years obsessively tracking
LLM evals, I've seen enough "hallucination rate" marketing decks to know that a single-number claim is almost
always a lie. Before we unpack the MIT findings, let's establish the ground rules: What exact model version and
what settings (temperature, top-p, system prompts) are you running? Without that, we aren't talking about

engineering; we're talking about vibes.

Hallucination is Inevitable: Stop Chasing Zero

Let's get the hard truth out of the way. If you are building a system that requires 100% truthfulness, you are not
building a system—you are building a fantasy. LLMs are probabilistic engines designed for token prediction, not
truth-table verification. In regulated industries like healthcare or law, the goal is not to eliminate hallucination
entirely (which is impossible), but to manage the risk of hallucination through robust observability and grounded

retrieval.

Companies like Vectara have been vocal about this reality. Their approach isn't to hope the model gets smarter,
but to measure the signal of faithfulness. By using tools like the Vectara HHEM-2.3 (Hallucination Evaluation
Model), teams can finally move away from "vibes-based" testing. HHEM-2.3 allows us to score the factual
consistency of a generated response against a source document. It doesn't mean the model won't hallucinate; it

means you can catch it before it reaches the end user.

Why Benchmarks Conflict: Measuring Different Failure Modes

| keep a running list of benchmarks that have been gamed or saturated (looking at you, MMLU). The reason you
see conflicting scores across the industry is that benchmarks aren't testing "intelligence"—they are testing specific,

often narrow, failure modes.

If you look at the Artificial Analysis AA-Omniscience reports, you see a much more granular view of how
models behave. You cannot compare a score derived from a general-purpose instruction-tuned model to one that

has undergone domain-specific fine-tuning for RAG.

Benchmark Type Failure Mode Tested Vulnerability to "Overconfidence" Fact-Retrieval (e.g., Natural Questions)
Knowledge gaps High Faithfulness (e.g., RAGAS, HHEM) Context-injection errors Extreme Reasoning (e.g., GSM8K,
GPQA) Logical fallacies Moderate

When you see a vendor cherry-picking a screenshot of a leaderboard, ask yourself: is this measuring the model's
ability to hallucinate under pressure, or is it just measuring its ability to memorize training data? The MIT 2025
study suggests that models aren't "lying" in a human sense; they are just following a statistical pattern where
high-entropy, low-confidence responses are corrected by the model's own RLHF-trained desire to be "helpful and

authoritative."
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The Biggest Levers: Tool Access vs. Reasoning Mode

A common mistake | see among newer teams is the belief that "just prompting it to be accurate" will solve the
problem. If | see one more system prompt that says "Be an expert legal assistant, only use the provided context,
and never make things up," I'm going to scream. Prompt engineering is a mitigation, not a solution. The real

levers are architectural.

1. Tool Access (Web Search and Retrieval)

The most effective way to reduce the "certainty phrase" problem is to force the model to ground its outputs.
When you provide high-quality, dense retrieval (using platforms like those provided by Suprmind), the model has
less "room" to fill in the gaps with its own parametric memory. By enforcing a strict citation format—where every
sentence must map to a chunk ID—the model's internal certainty shifts toward the provided evidence rather than

its own internal associations.

2. The "Reasoning Mode" Trade-off

We are seeing an influx of "reasoning models" that chain thoughts before answering. While these are exceptional
for complex multi-step analysis, they are often a hindrance for source-faithful summarization. In a reasoning trace,
a model might "overthink" a factual detail and, in its attempt to synthesize, accidentally drift from the source
material. If your task is RAG-based summarization, do not use a heavy reasoning mode. Use a model optimized
for faithful extraction, and keep the "thought" processes out of the final output. The certainty phrases are often
generated in the "summarization" phase after the reasoning is complete—the more the model is forced to be

creative in its synthesis, the more it leans on filler words like "definitely” to mask its lack of factual grounding.

The Hallucination Signal: What to do today

So, how do we handle the "definitely" problem in the wild? You don't "prompt it away." You treat certainty as a

signal, not a conclusion.
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1. Feature Engineering: Add a feature to your observability dashboard that flags any response containing

"definitely," "certainly," or "undoubtedly." Treat these as "High Risk" and trigger a second-pass verification or

human review.

2. Probabilistic Calibration: If your API allows you to access logprobs, monitor the token probability of the
certainty phrases themselves. If the model is using a high-certainty phrase but has low confidence in the

subsequent factual tokens, you have an immediate red flag.

3. Reject the Guess: In high-stakes contexts, configure your system to refuse an answer rather than force one. If
the retrieval confidence score (the cosine similarity from your vector database) is below a specific threshold,
the model should output: "I cannot find sufficient evidence in the provided documents to answer this." It is

better to have a silent system than a confident liar.

The MIT January 2025 study https://multiai.pro is a wake-up call for the RAG community. We have spent too long
optimizing for "fluent" output and not enough time checking the factual veracity of that fluency. When a model
says "definitely," it isn't signaling truth—it's signaling a failure of its own internal uncertainty calibration. Stop
trusting the tone, start measuring the ground truth, and for heaven's sake, stop believing single-number

hallucination scores.

If you're interested in the technical implementation of these checks, I'd suggest looking into the API
documentation for Suprmind and the evaluation frameworks maintained by the community around Artificial

Analysis. Don't build for the demo; build for the failure.


https://multiai.pro/

