Short answer: sometimes, but a screenshot is not automatically safe to take, keep or share. Transaction records
may help explain a suspected Bank Secrecy Act (BSA) violation, but they can also AML alert backlog risk contain
highly sensitive customer information. If you access or copy them without authorisation, you may create legal,

employment and privacy risks—even if your concern is genuine.

The safer approach is to document what you observed, preserve material you are authorised to access, and get
advice before copying or sending customer records outside your organisation. The distinction matters: an honest
error in a transaction record is not necessarily misconduct, and a sincere whistleblowing purpose does not

automatically make improperly obtained records lawful to possess or disclose.

What counts as a BSA violation—and what may be a mistake?

The BSA and its implementing regulations require covered financial institutions to maintain anti-money-laundering
programmes and, where applicable, keep records and report certain activity. Depending on the facts, potential
concerns could include a failure to maintain an effective programme, a failure to file a required Suspicious Activity

Report (SAR), or conduct intended to evade reporting or recordkeeping obligations.

But an unusual transaction, a delayed review, or a missing entry does not by itself prove a BSA violation.
Investigations and reporting involve judgement, internal procedures and facts that may not be visible to an
individual employee. A transaction may have been reviewed elsewhere, a deadline may not yet have expired, or an

apparent omission may be a data-entry or system issue.

I'll be honest with you: it helps to distinguish human error from willful misconduct. A one-off mistake followed by
prompt correction may be very different from a repeated practice of suppressing alerts, directing staff not to
escalate concerns, falsifying records or deliberately avoiding required reporting. Intent, frequency, the people
involved and the organisation’s response all matter. Avoid describing conduct as “fraud” or “a cover-up” unless

you have a factual basis for those conclusions.

What you observed Why it may matter What it does not establish by itself A suspicious-activity alert was closed
without an apparent explanation May justify a question about the review or escalation process That a SAR was
legally required or was not filed Several transactions were split or structured in a similar pattern Could be relevant
to possible evasion or inadequate controls That a particular customer or colleague committed a crime A filing or
case note appears late or incomplete May point to a process issue, particularly if repeated Willful misconduct

without context, dates and supporting facts

Can you screenshot transaction records?

There is no universal rule that makes every screenshot permissible or every screenshot prohibited. The answer
depends on your role, the system and records involved, your organisation’s policies, the purpose and method of
copying, and the laws that apply. A work login may authorise you to view information for a business purpose

without authorising you to download it to a personal device or send it to an outside party.

Before taking a screenshot, ask whether you are authorised to access the record for your job and whether you are
authorised to copy or disclose it for this purpose. Check relevant policies on customer confidentiality, data
protection, information security, records retention and whistleblowing. Do not bypass access controls, use another
person’s credentials, search accounts outside your remit, or forward records to personal email or cloud storage to

"keep a copy”. Those steps can turn a legitimate concern into a separate evidence-handling problem.
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Transaction records can contain account numbers, names, addresses, balances and information about people who
are not implicated in any wrongdoing. A screenshot may also capture confidential internal notes, SAR-related
material or other restricted information. In particular, SAR confidentiality rules can restrict disclosure of the fact
that a SAR was filed or information that would reveal one. Do not include a SAR itself or confirm its existence in a

report unless an authorised route or legal advice supports doing so.

If you have already taken screenshots, do not alter, annotate, circulate or delete them in a panic. Do not create
additional copies. Keep them secure, limit access and promptly seek confidential advice from a lawyer experienced
in whistleblower and financial-regulatory matters. Explain exactly how and when you obtained them. A lawyer can
assess whether the records may be used, how to protect third-party information, and whether any steps are

needed to preserve or return them.

Evidence and documentation that holds up

A strong report is usually a clear account of what you personally observed, supported by information obtained
lawfully. A screenshot is only one possible form of evidence. Its value can depend on whether it is complete,
authentic, dated and connected to a specific concern. A cropped image without context may raise more questions

than it answers.

Often, a well-kept contemporaneous note is safer and more useful than copying a customer file. Record the date
and time, the system or process involved, the transaction reference if you are authorised to note it, what you
observed, why it concerned you, and what you did next. Separate facts you saw directly from assumptions or

information you heard from someone else. Do not speculate about a customer’s intent.

What to write down

¢ Date and time: when you observed the issue and when relevant events occurred, including time zone if

material.

* Specific transaction details: a transaction or case reference, amount, currency, date and channel, but only to

the extent you are authorised to record them.

* What you personally saw: the alert, workflow status, instruction, discrepancy or control failure—using

neutral, precise language.
* Who was involved: roles or names only where relevant, and how you know they were involved.

* Why it raised concern: the policy, control or reporting obligation you believe may be relevant, without

stating a legal conclusion as fact.

® Follow-up: when and to whom you raised the concern, what response you received, and any subsequent

changes or pressure.

* Source and handling: whether the information came from your normal work access, an authorised report or

another source, and whether any copy was made.

For example, "On 14 March, | saw case 4821 marked ‘closed’ in the monitoring queue; the file | reviewed showed
three transfers on 10-12 March and no explanation in the fields available to me” is more useful than
“management buried suspicious payments”. The first is a dated observation. The second assumes intent that the

available facts may not establish.

Preserve original notes and records in their existing form where you are authorised to do so. Do not edit a
screenshot to remove inconvenient context, change a file's metadata, or reconstruct records from memory while

presenting them as originals. If you need to provide sensitive material, use a reporting channel or process



approved by the relevant authority or your lawyer. Keep a dated log of what you submitted, to whom, how, and

when.

What if records were improperly obtained?

“Improperly obtained records” are not automatically worthless, but the way they were obtained can create serious
legal and credibility issues. Depending on the circumstances, unauthorised access or disclosure may raise
employment, privacy, confidentiality, computer-access or regulatory concerns. The whistleblowing purpose is

relevant, but it is not a blanket permission to collect any record you can reach.

Do not try to improve the evidence by accessing more accounts, asking colleagues to break policy, or taking
records you do not ordinarily handle. Instead, write down how the material came into your possession, preserve
the facts about its handling, and get legal advice before sharing it. A lawyer can help assess whether the evidence
should be disclosed, whether customer identifiers should be minimised, and how to report the underlying concern

without spreading restricted information.

Timing, limitation periods and reporting routes

Timing can matter. The federal AML whistleblower programme established by the Anti-Money Laundering Act
offers qualifying individuals a potential award for original information that leads to successful enforcement actions,
subject to statutory requirements. The programme is administered by the US Treasury Department’s Financial
Crimes Enforcement Network (FinCEN). Eligibility, award rules and filing requirements are technical; simply sending

a complaint does not guarantee an award or protect every kind of claim.



Some legal claims have limitation periods, and those periods can depend on the type of claim, the relevant
conduct and the forum. Internal reporting does not necessarily pause a deadline for a separate legal action. An
internal investigation may also take time. If you are considering a whistleblower lawsuit or an award submission,

do not assume that you can wait for your employer to finish investigating before seeking advice.

The National Law Review has published commentary on filing an AML/BSA whistleblower lawsuit. Treat legal
commentary as a starting point, not individual legal advice: procedures and deadlines can change, and your facts
may produce a different result. Review the relevant article through the National Law Review search for AML/BSA

whistleblower lawsuit guidance, then confirm current requirements with a qualified lawyer and the relevant agency.

The FFIEC website is a useful reference for examination materials and interagency guidance relating to financial
institutions and BSA/AML compliance. FFIEC materials can help you understand supervisory expectations, but they

are not a substitute for the statute, regulations, current FInCEN instructions or legal advice about your rights.

Anonymous versus identified submissions

| remember a project where wished they had known this beforehand.. Some whistleblower processes permit
anonymous submissions when made through an attorney, while requiring the attorney to identify the
whistleblower to the agency at a later stage or under specified conditions. An anonymous tip to a general hotline

is not necessarily the same as a formal submission under a whistleblower award programme.

An identified submission may make it easier for investigators to ask follow-up questions, verify your role and
understand how you obtained the information. It also means your identity is known to the recipient, and you may
have concerns about confidentiality or retaliation. An anonymous submission may reduce immediate exposure but
can make follow-up more difficult and may not satisfy the rules for a particular award or claim. Pretty simple..
Check the current instructions for the specific reporting route before submitting.

Think carefully about retaliation risk and timing. Keep a factual, dated record of any change in treatment after you
raised a concern—such as a change in duties, a disciplinary warning or exclusion from meetings—and preserve
relevant communications through authorised means. Do not remove additional company records to prove
retaliation. Ask a lawyer about available protections, internal reporting options and deadlines before making

assumptions about what is protected.



A practical checklist before sending anything

1. Identify the specific conduct, transaction dates and process—not just a general suspicion.

. Separate what you personally observed from what you inferred or were told.

. Check whether you were authorised to access, copy and disclose each record.

. Avoid putting customer information, SAR details or confidential files in personal email or storage.

. Keep dated notes and a log of any material submitted, without altering originals.
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. Review the current agency process and consider confidential legal advice, especially if records may have been

improperly obtained.

7. Act promptly: internal reporting may not extend the deadline for a separate legal claim.

Bottom line: a screenshot can sometimes support a whistleblower report, but taking it is not automatically
protected just because you suspect a BSA violation. Focus on specific, dated facts; distinguish a mistake from
evidence of deliberate misconduct; and get advice before copying or disclosing sensitive transaction records.

Careful evidence handling protects both the integrity of the report and your own position.



